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We have made every effort to ensure the accuracy of this material. If you have any questions
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Email: info@ablecommerce.com
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Revision History

Revision 1.0 — April 30th, 2019
e Initial publication

The contents of this guide will be reviewed and updated periodically, at least once per year.
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Introduction

Scope and Target Audience

This guide covers the AbleCommerce installation and setup, and is intended for merchants and
integrators who wish to implement the application in accordance with guidelines set by the
Payment Card Industry (PCl).

PCI Data Security Standard (PCI DSS)

In 2006 American Express, Discover Financial Services, JCB, MasterCard Worldwide, and Visa
International formed the Payment Card Industry Security Standards Council. The purpose of the
council is to produce and maintain the Data Security Standard (DSS). The DSS is a set of rules
and requirements that when followed will help prevent fraud, hacking, and other threats to
private cardholder data. The objectives of the PCI DSS are as follows:

Build and Maintain a Secure Network
v Install and maintain a firewall configuration to protect cardholder data
v" Do not use vendor-supplied defaults for system passwords and other security
parameters
Protect Cardholder Data
v’ Protect stored cardholder data
v" Encrypt transmission of cardholder data across open, public networks
Maintain a Vulnerability Management Program
v" Use and regularly update anti-virus software
v' Develop and maintain secure systems and applications
Implement Strong Access Control Measures
v’ Restrict access to cardholder data by business need-to-know
v Assign a unique ID to each person with computer access
v" Restrict physical access to cardholder data
Regularly Monitor and Test Networks
v Track and monitor all access to network resources and cardholder data
v" Regularly test security systems and processes
Maintain an Information Security Policy
v" Maintain a policy that addresses information security

You can find and review the complete specification by visiting the URL below.

https://www.pcisecuritystandards.org/

This guide is intended to help merchants implement the AbleCommerce application in a way
that is compliant with version 3.2.1 of the PCI DSS.
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Payment Application DSS (PA-DSS)

The Payment Application Data Security Standard was created by Visa (as Payment Application
Best Practices — PABP) as an aid to software providers to help build secure payment
applications. PA-DSS validation proves that an application can be implemented in a way that is
compliant with the PCI DSS.

AbleCommerce has been designed and certified to meet all of the requirements of the PA-
DSS version 3.2.1. The application’s certification does not automatically make you, the
merchant, PCI DSS compliant. It is also necessary that the recommendations and instructions
in this guide be implemented and followed.

For additional information about PA-DSS, or to view AbleCommerce in the official list of
validated applications, please visit the URL below.

https://www.pcisecuritystandards.org/security standards/pa dss.shtml

PCI Compliance and Validation

The PCI Security Standards Council is not a compliance organization. They do not require
compliance, but individual payment networks may. Visa is one such example. They expect you
to comply with the PCI DSS, and you must complete some degree of validation based on the
annual transaction volume processed. All merchants who handle Visa payments are required
to perform at least some level of validation. The URL below directs you to Visa’s Cardholder
Information Security Program (CISP) and has complete details and validation procedures.

http://www.visa.com/cisp

A qualified security assessor is the only one who can validate your PCl compliance. A current
list of assessors, maintained by the PCl, can be found at this website:

https://www.pcisecuritystandards.org/pdfs/pci gsa list.pdf

Dara Security has performed the PA-DSS certification for AbleCommerce. You may contact
them using any one of the following methods:

Dara Security
http://www.darasecurity.com/
10580 N. McCarran Blvd.

Suite #115-337

Reno, NV 89503 USA

Phone: +1 775-622-5386
Email: info@darasecurity.com
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Versioning Methodology

The version of AbleCommerce described in this document is AbleCommerce 9, which is a
simplified naming convention used to readily determine the software version that is validated
for PA-DSS.

AbleCommerce versioning has four levels: Major.Minor.Revision.Wildcard
The exact version of AbleCommerce is 9.0.x.x where X is a numeric value only.

Major: If AbleCommerce software is rewritten, significantly changed, or if methods for
encrypting data change, the major version will be incremented. A major version indicates the
version of PA-DSS the application is validated for.

Minor: If new features are added to AbleCommerce, which may simultaneously include several
bug fixes, the minor version will be incremented by one digit for each released upgrade. A
minor version update may have a security impact requiring a re-certification for PA-DSS.
Revision: Used by the AbleCommerce license manager to determine eligibility for upgrades and
patches. A revision update will not have a negative impact on PA-DSS requirements, but it will
have a dependency on the installed license key.

Wildcard: These changes increment the build number. Build changes include bug fixes and
have no negative impact on PA-DSS requirements.

After installation, you can find the exact version and build of AbleCommerce by going to the
Help > About page from the Merchant Administration.

AbleCommerce Version

Figure 1 - About AbleCommerce
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Installation of AbleCommerce

Server Environment

To achieve compliance with the DSS, you must ensure that your server environment is
designed and implemented correctly. Among the requirements, you must not store cardholder
data on a server that is publicly accessible. It will be necessary to segment your network and
use a proper firewall configuration to prevent unauthorized access to your servers. A suitable
network and card data flow configuration is demonstrated in the figure below.

~

‘9258 bit SSL—» Internet s ) 5 G it SSL—) Q I ‘
Client Merchant views

CC number
in administration.

External Web Server sends card »
Firewall data via 256 bit SSL

i

A
A Payment Gateway
Clients Card
Data
Card
data sent
to gateway
\J
’4 < ‘
> >
On the Web Server (DMZ) Internal Firewall Database

the card data is in memory only. MS-SQL Server

Card data is stored to database server when card data storage is set to 1 or more days.

You must not store cardholder data on a server accessible from the Internet to remain

compliant with the DSS. For example, you should not have your database and web server on
the same machine.

Traffic between the DMZ and the trusted internal network is allowed when required for business
reasons. You must still use a firewall to filter and regulate this traffic, limit it only to the required
protocols and prevent any unnecessary communication. Internet traffic should not be permitted
to the internal trusted network.

You should also disable all unnecessary services and protocols on your servers to reduce
the possible attack surface. Possible examples may include services like SMTP or FTP, and
protocols like NetBIOS.
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Minimum System Requirements

The hardware and software requirements for AbleCommerce are as follows:

Memory

e 2 GB for a development environment
e 4GB or higher for a production environment

Operating System

e Microsoft Windows 2008 R2, 2012 R2, 2016, 2019 Server
e Microsoft Windows personal computers (optional; for development only)

Website Software
e Microsoft Internet Information Server (11S) 7.0, 7.5, or 8.0
Optional Software
e Microsoft Visual Studio (for development and testing purposes only)
Application Software
e Microsoft Asp.Net 4.6.2
Disk
e 70 MB minimum; more depending on storage needs for assets such as images

Database

e A new blank database using either Microsoft SQL Database Server 2008 R2, 2012, 2014, 2016,
or 2017.

e Express versions of SQL Server are supported for development and testing only
Browser

e Internet Explorer

e Firefox
e Google Chrome
e Safari

e Mobile Devices

The most recent service packs and security fixes must be applied to the operating system and
database. For additional details about recommended minimum system requirements refer to the
AbleCommerce online help site and documentation at http://help.ablecommerce.com
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Application Deployment

Follow the standard procedure for a new deployment of the AbleCommerce application to a

web server and SQL server.

1. Extract Files and start Installation

Once the application files are placed in the website, the installation is completed by accessing the IP or domain.

a) Copy the extracted application to the root folder of your website.

The root folder is also called the document root. It is the folder where the website files for a

domain name are stored.
e.g. c:\inetpub\wwwroot\{copy application files and folders starting here\website\

b) Open a browser and access your website URL.

The installation will launch automatically.
e.g. http://my-website.xyz

c) Select the type of the installation.

Installation Options

@ Install a development version (key not required)

Install with a license key

d) The license agreement page will be shown. Please read the agreement and print if

needed.

AbleCommerce License Agreement Version 9
NT. | HAVE AUTHORITY TO EXECUTE THIS

L AND BINDING AGREEMENT ("LICENSE" HEREIN) B N YOU OR A

EE" HEREIN) AND ABLE SOLUTIONS CORPORATION FOR ITS DIVISION ABLECOMMERCE

I HAVE READ AND AGREE TO THE ABOVE TERMS OF THIS LICENSE AGREEMENT. | HAVE AUTHORITY TO EXECUTE THIS LICENSE
AGREEMENT.

e) When finished, check the box to accept the terms of the license agreement.
f) Press the Continue button.
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2. Configure and Connect to the Database

A license key is not required for the installation. You may choose to install a free developer version.

a) In the License Key section, enter a production license key, or select the option to
use the free development version.

Registration

Register for developer version

® Install a License Key

License Key

Enter a development or production license. Login to your account and request a license key through your online

order invoice.

If you are behind a firewall and unable to access the ablecommerce.com website for key registration, then request a

pre-registered key. For more information, see installing license keys.

Upload License File

b) Inthe Database Connection section, provide the required elements to connect to a new
blank database.
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@® specify a database

To use this option, the database you specify must already exist as a new blank database, or one
that is compatible for upgrade. Also, the database user provided must have permission to create or
modify tables and indexes.

Server Name
192.1.1.0 *

You can enter a period (.) if the database server is on the same server.

Database Name

*
ablecommerce
Database User
+*
ablesqluser
Database Password
+*

Install Type:

@' This is a new (blank) database.

This is an existing AbleCommerce Gold database to be upgraded.

There are two database connection options available:
OPTION 1 - Use SQL Server Authentication

If you have a database and SQL Server Authentication login, select the “Specify database
option” and enter the following information into the fields provided:

e Server Name — enter the database server name or IP address
e Database Name — enter the name of the new blank database
e Database User — enter the SQL server authentication username
e Database Password — enter the password for the user above.

OPTION 2 - Use Windows Authentication (recommended)

To connect using Windows authentication, select the option “Specify Connection string
(Advanced)” and enter the database connection string.

The connection string should take this format:

Server=serverAddress;Database=databaseName; Trusted Connection=yes;
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When using the Windows Authentication method to connect, make certain that the user identity of
the ASP.NET process has been given permissions to access the database.

c) Select the default option for Install Type: This is a new (blank) database

Connecting to the Database
Best Practices for PCl Compliance

Database Location

In a PCI DSS compliant installation, you cannot choose the option to use the supplied SQL Server
database. That option uses a local user instance of SQL Express, which violates the best practices for
database storage.

You must have Microsoft SQL Server installed on a separate server that is not accessible from the
internet.

Database Login

Using SQL Server Management Studio, create a login and authorize that login to access a database as a
user. Logins can be either Windows Authentication logins, which use credentials from Windows, or SQL
Server Authentication logins, which store the authentication information in SQL Server and are
independent of your Windows credentials. Use Windows Authentication whenever possible.

You should NEVER provide the credentials of the “sa” superuser account to connect.

3. Download and Review the PCI Secure Implementation Guide

In the PCI Compliance section, a link is provided to this guide. Download and keep this secure implementation guide for
reference. A link to the AbleCommerce moderated forum is also shown. Use the forum to ask specific questions relating to
PCI-DSS compliance.

Payment Card Industry (PCI-DSS) Compliance

Check here to acknowledge that you have reviewed the secure implementation guide.

a) Check the box to acknowledge that you have reviewed the guide.
b) Press the Continue button.

When you submit the page, AbleCommerce verifies a connection to your database. If the process
is unsuccessful, you will remain at the installation screen with an error message that identifies the
problem. This step provides some measure of protection from supplying invalid credentials.

© 2018-2019 Able Solutions Corporation Page 15



c) If database configuration is successful, you will proceed to the final part of the
installation.

4. Create an Admin account and set up store

The final installation steps include creating the superuser account and initial store contact information. All information
entered here may be changed after installation.

Store Administration

Store Name Password

* *
Pet Shop Demo cssenene

Admin User's Email Retype Password

katie@ablecommerce.com esesenene

Write down your password and keep in a secure location. You will need this to login to the Merchant Administration.

a) Enter a name for the store.
b) Enter an email address for the Admin user.

The Super Admin user will have the highest security rights within the store. This user will become

the “superuser” account, having access to every page within the application, including audit logs,
encryption keys, and rights to create additional admin users

This account must belong to a single person. Sharing of admin user accounts is prohibited.

c) Enter a password for the admin user.

At this stage, there is no password policy in force. It is your responsibility to choose a strong initial
password for this admin user. At a minimum, it should be seven characters long and use a mix of
upper and lower alphabetic and numeric characters.

d) Re-enter the password as confirmation.

e) Enter the primary address for the store and an email address.
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Address Country
770 Easy Commerce Drive by United States
Apt, Suite, etc. Phone

360-555-1234

City Fax
*
Vancouver 360-555-4321
State Store Email
+* +*
WA orders@ablecommerce.com
Zip code The information collected here establishes the default warehouse for the
* store. You can change the store name or address from the Configure >
98685

Shipping > Warehouse page later.

This information will be used to establish your store’s default warehouse, physical location, or
origin point for fulfillment and delivery.

f) Select the option to include Sample Data.

Include Sample Data

Check this box to include additional data such as small sample catalog.

Complete Install

The Sample Data option includes a small catalog with product examples. The email templates and
other features are installed and pre-configured so the store will be operational after installation.

g) Press the Complete Install button.

The installation process is complete.

Access Merchant Administration

h) Press the Access Merchant Administration button to complete the web-based
installation.
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i) Next, you will be redirected to the Merchant Login page. Bookmark this page.

AbleCommerce® CMS

Merchant Login

™

I'm not a robot
This reCAPTCHA is for testing purposes onlePiRasEA
report to the site admin if you are seeing this.”™ > =
Remember Me
Login
Forgot password?

j) Use the superuser account created during the installation to log in.

k) A test version of CAPTCHA is in use. Check the box to confirm you are not a robot.
[) Press the Login button.

m) You should now be viewing the AbleCommerce Merchant Dashboard.

o TG
Version: 9.00.4073 i @ Orders @ Users & Catalog @ Products # Storefront @ Logout

82 Dashboard Tuesday, july 31, 2018 M ie@ablecommerce.com
Orders ’ Payments E Shipments - Action Items
$0.00 $0.00 0 There are 3 faled paymentis) o review
Sales today 0 New Orders ¥ Payments today Shipments today

Current Month

Current Month

18 Jul9 Jul10 Jui1l Jui2 Jul13 Jultd4 Jul1S Jul16 Jul17 Jul18 Jul19 Jul20 Jui21 Jui22 Jui23 Jul24 Jul25 [ui26 Jul27 Jui28 Jul29 Jui30 Jul3
Warnings Recent Orders
Order Date Customer Amount Order Status Action
6 User One $26.00 Problem Q
A there are 1 messages inthe error log. [
User One $26.00 Problem Q
A ssis not enabled. This sto a 7126 User One $26.00 Problem Q

Figure 2- Merchant Dashboard
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Application deployment is complete.

Next, complete post-deployment configuration.
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Post-Deployment Configuration

Enable SSL (Secure Sockets Layer)

Sensitive information must be encrypted during transmission over networks that are easily
accessed by malicious individuals. Misconfigured wireless networks and vulnerabilities in
legacy encryption and authentication protocols continue to be targets of malicious
individuals who exploit these vulnerabilities to gain privileged access to cardholder data
environments.

SSL protects data that is transmitted between a browser and your web server. It is critical
that you have SSL enabled on your web server, and this should be among the first steps
taken after deployment. You will need to have an SSL certificate issued for a fully-qualified-
domain-name (FQDN) which needs to match the domain name that is registered to your
AbleCommerce license.

AbleCommerce does not support any production installation that does not have SSL enabled.
Additionally, the application will never display credit card details, even to super users, unless
SSLis enabled.

Requirements for TLS 1.2

TLS 1.2 is the Transport Layer Security Protocol designed to protect the privacy of information
communicated over the Internet. To meet the requirements of PCI DSS 3.2, you must use TLS
1.2 or higher for all secure communications.

Enabling SSL on the web server is outside the scope of this guide. Once your web server is
properly configured, you must enable the SSL feature within AbleCommerce.

1. Login to the AbleCommerce Merchant Administration

The Merchant Dashboard will have a notification when SSL is not enabled. Press the
Enable SSL button from the Warnings panel.

Warnings

2. Or, using the menu, go to Configure > Security > SSL Settings
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3. Press the Test SSL button to launch the Secure Connection Test window.

SSL Settings

SSL must be enabled to securely collect customer information during the login and checkout process. Options for SSL
coverage are shown below. To change specific SSL settings, edit the website/app_data/ablecommerce.config file.

his website will run under a secure htips:// connection:

4]
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= |
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AbleCommerce provides a Test SSL button. Use this to confirm the website is able to run under
a secure connection before saving your settings. If the website is unable to make an SSL
connection, the installation will be disabled. Do not skip this important next step.

4. Click the https test link to confirm the page opens without any warnings or errors.
5. If successful, close the page and press the CLOSE button to complete the test.

If the https test page loaded with an error, then you must contact your website administrator
before enabling the SSL feature. Failing to do so will result in your site becoming inaccessible.

6. Check the box labeled “SSL Redirection” to open the configuration panel.

a SSL Redirection

Path/Pattern SSL State Match Query String Permanent Redirect
—/admin/* On False True
—/areas/admin/content/*
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7. There are two SSL settings available -

a. The option to Secure all pages will force https security over the entire

installation, including the merchant administration and customer-facing
storefront.

Select the radio option: Secure all pages (recommended)

b. The option to apply SSL to defined paths and pages includes settings to
secure only those pages that collect sensitive information and the entire

merchant administration. A list showing the definition of each path and SSL
state is shown on-screen.
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The default settings meet the minimum requirement for PCI DSS compliance.
Individual settings can be added or changed in the ablecommerce.config file.

8. When finished, press the Save Settings button in the bottom-right corner of the
footer.

Set the Password Policy

The effectiveness of a password is largely determined by the design and implementation
of the authentication system—particularly, how frequently password attempts can be
made by an attacker, and the security methods to protect user passwords at the point of
entry, during transmission, and while in storage.

Strong passwords are the first line of defense into a network since a malicious individual
will often first try to find accounts with weak passwords.

The PCI Security Council requires the following password requirements for all users:

8.2.3 Passwords must meet the following:
e Require a minimum length of at least seven characters
e Contain both numeric and alphabetic characters

8.2.4 Change user passwords at least once every 90 days.

8.2.5 Do not allow an individual to submit a new password that is the same as any of the last four

passwords he or she has used.

8.2.6 Set passwords for first-time use and upon reset to a unique value for each user and change

immediately after the first use.
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AbleCommerce allows you to specify different password policies for administrators and
consumers.

Merchant Password Policy To locate the password
policy configuration page,

Password and login requirements for the administrator accounts. use the menu and go to

Minimum Password Length 7 chars Conflgure > Secu"ty > SSL
Settings.

Required Password Element

B  uppercase (A-2) The Merchant Password

2 Lowercase(a-2) Policy configuration screen
Numbers (0 - 9) is shown to the left.
Symbols (punctuation, underscore)

B2  Non-letter (number or symbol) The merchant’s

configuration policy applies

Maximum Password Age 30 days
to all administrator
Password History 10 days 4 passwords accounts.
Wi Login Fallns | (6 The installation sets the
default values and complies
Lockout Period 3p minutes before retry . .
- 5 with PCI DSS requirements.
Inactivity Period 3 months before account is disabled

No changes are necessary.

Figure 3- Merchant Password Policy

For PCl compliance, you cannot set the policy to anything less restrictive, but for increased
security, you can make the policy more restrictive than the minimum requirements.

These password policies also apply to any other applications, systems, and accounts that
are related to your cardholder data environment.

Additional Password Considerations

In order to comply with the Payment Card Industry’s best practices and requirements,
AbleCommerce has introduced some features that apply to all user accounts:

— User passwords are stored in a one-way SHA256 hash. Passwords cannot be decrypted or
recovered; they can only be reset.

— All accounts, including the admin accounts, can become locked out due to too many login
attempts. The admin accounts are automatically disabled due to inactivity.

Additionally, you are advised to use strong passwords for all other systems and applications,
including, but not limited to, database passwords and payment gateway merchant accounts.
This also applies to accounts that are not regularly used, such as the default “sa” superuser
account within your SQL Server database. Default accounts that are not in use should also be
disabled whenever possible.
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Enable CAPTCHA

A CAPTCHA is a type of challenge—response test used in computing to determine whether
or not the user is human. AbleCommerce includes two options for CAPTCHA.

7
A X4

Standard image CAPTCHA

The standard CAPTCHA option will display a 6-digit verification number embedded
within an image. The user is required to enter the number from the image into
the form field provided. This option requires no additional configuration.

Verification number

Ny it
\Thea. S8

different image

Type the number above

Google reCAPTCHA service
The AbleCommerce installation sets up a test account for the Google reCAPTCHA
service. To continue using this option, you will need to obtain your own service

keys by registering or sign in at the following link -

https://www.google.com/recaptcha/admin#list

The Google reCAPTCHA option will display a simple checkbox that the user must
click or press during the log in process.

™
I'm not a robot
This reCAPTCHA is for testing purposes onlr@ezges

Privacy - Termsa

report to the site admin if you are seeing this.

To Enable or Disable Google reCAPTCHA

To use Google’s reCAPTCHA service, you must have completed site registration with Google and obtained a Site and

Secret key. At the time of this writing, the service is available at no cost.

1.
2.

Using the menu, go to Configure > Security > Passwords
Find the CAPTCHA Services section.
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CAPTCHA Services

Select CAPTCHA Type:

Use standard image CAPTCHA

(® Use Google reCAPTCHA service

h Configure Google reCAPTCHA

To use Google reCAPTCHA, sign in or register to obtain your Secret and Site keys which need to be entered into
the fields below. To do that, register a new site using the reCAPTCHA v2 option. Enter one or more domains for
the site registration and save your changes. Expand the Keys section under "Adding reCAPTCHA to your Site" and

copy the Site and Secret keys to the form below.

Site Key  6LelxACTAAAAA|CZVRqyHh71UMIEGNQ_MXjizKhi

Secret Key 6LelxACTAAAAAGG-VFIITNRWXMZNF

Theme |ight v

-

Size norma

3. The installation sets the default option to “Use Google reCAPTCHA service”.

Option A) To set up Google reCAPTCHA, continue to step 4.

Option B) To disable Google reCAPTCHA, select the radio-option labeled “Use

standard image CAPTCHA”. This option requires no further setup.

CAPTCHA Services

Select CAPTCHA Type:

(®  Usestandard image CAPTCHA

Use Google reCAPTCHA service

4. Enter the Site Key obtained from your registration of this website.
5. Enter the Secret Key.

6. Press the Save Settings button in the lower-left corner of the footer.
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Email Server Configuration

Several security features depend on the operation of the email server, such as sending a
request to reset a password. The configuration of the email server is also required before
user authentication services can be used.

As distributed, AbleCommerce does not include sensitive information or account details in
any of the email notifications. Email is not a secure method of transport and should not be

used for such a purpose. Use of unencrypted email could lead to data compromise.

Merchants and/or developers implementing AbleCommerce should not attempt to customize

this as a feature unless an email encryption solution is also implemented.

Email, instant messages, SMS, and chat are not secure methods of communication.

E-mail, instant messaging, SMS, and chat can be easily intercepted by packet-sniffing
during delivery across internal and public networks. Do not utilize these messaging tools
to send account numbers, or any sensitive information, unless they are configured to
provide strong encryption. Additionally, if you request account numbers, or any sensitive
information, with end-user messaging technologies, you must provide a tool or method
to protect this information using strong cryptography or render the information
unreadable before transmission.

4.2 Never send unprotected PANs by end-user messaging technologies (for example, email, IM,
SMS, chat, etc.)

After a new installation, the Merchant Dashboard will have a notification if the email
server has not been configured. Press the Configure button from the Warnings panel.

Warnings
A The configuration settings for your emai
server are missing. Required for the email

notification system

Or, using the menu, go to Configure > Email > Settings.

To enable the email systems in AbleCommerce, you may need to contact the person who
can provide the settings to your email server.
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The Email Server Configuration page in AbleCommerce is shown below.

Email Server Configuration

To enable the email system, enter applicable SMTP server settings below. You may need
to acquire this information from your system administrator.

SMTP Server

SMTP Port

25

Enable Secure SMTP

Enable Email Authentication

SMTP Username

SMTP Password

Save Email Settings

Figure 4- Email Server Configuration

Email server configurations vary, and it is not in the scope of this document to provide
detailed information on how to acquire your email settings. The AbleCommerce Merchant
Guide provides additional information and instructions for setting up the email system.

After your email settings have been entered, press the Save Email Settings button.

A new Test Message section will appear below the configuration form. Enter a valid email
address and press the Send button to generate a test message.

Test Message

You can generate a test message to check your server configuration. Provide the address
where the message should be sent and press send.
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Confirm the email is received before continuing. If the email server is improperly configured,
an error message will be displayed on-screen. This information is helpful for troubleshooting.

Setup User Authentication

Assigning a unique identification (account) to each person with access ensures that each
individual is uniquely accountable for their actions. When such accountability is in place,
actions taken on critical data and systems are performed by and can be traced to, known
and authorized users and processes.

By ensuring each user is uniquely identified— instead of using one account for several
employees—an organization can maintain individual responsibility for actions and an
effective audit trail per employee. This will help speed issue resolution and containment
when misuse or malicious intent occurs.

To ensure that user accounts granted access to systems are all valid and recognized
users, strong processes must manage all changes to user IDs and other authentication
credentials, including adding new ones and modifying or deleting existing ones

The PCI Security Council requires that users are identified and authenticated before
gaining access to system components:

8.1.1 Assign all users a unique ID before allowing them to access system components or cardholder
data.

8.1.3 Immediately revoke access for any terminated users.

8.1.4 Remove/disable inactive user accounts within 90 days.

8.1.6 Limit repeated access attempts by locking out the user ID after not more than six attempts.

8.1.7 Set the lockout duration to a minimum of 30 minutes or until an administrator enables the
user ID.

8.1.8 If a session has been idle for more than 15 minutes, require the user to re-authenticate to re-
activate the session

8.3.1 Incorporate multi-factor authentication for non-console access into the CDE for personnel
with administrative access.

Multi-factor authentication requires an individual to present a minimum of two separate
forms of authentication before access is granted.

Multi-factor authentication provides additional assurance that the individual attempting
to gain access is whom they claim to be. With multi-factor authentication, an attacker
would need to compromise at least two different authentication mechanisms, increasing
the difficulty of compromise and thus reducing the risk.
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AbleCommerce satisfies the multi-factor authentication (MFA) requirement with its
Google Authenticator integration.

Google Authenticator

Google LLC Tools * kk x 17167
% Everyone

Gigning in with

2-Step Vexification

Al O T 1 28100 Verthoanon for your Googhe >
Ao (or oter scotuntn | yowt cemd 2 7/

Ov Yo panswont

B % cone i aco wh prveene for v

Google Authenticator generates 2-Step Verification codes on your phone.

2-Step Verification provides stronger security for your Google Account by requiring a second step of
verification when you sign in. In addition to your password, you'll also need a code generated by the
Google Authenticator app on your phone.

The Google Authenticator app, available from play.google.com, generates a 2-step
verification code from your mobile phone. For the initial setup, an email is generated
with a barcode embedded image. The user will scan the image which instantly creates
the account within the Authenticator app.

Once an account is created, the merchant will be able to view an ever-changing code
from the app. Using their personal device, the admin user can retrieve the code and log
in to the AbleCommerce Administration.

To Enable Multi-Factor Authentication

Make certain the email system is enabled and functioning before continuing. This feature relies on an email,
containing a barcode, which must be scanned to complete the setup.
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1. Each AbleCommerce Admin user must first download and install the Google
‘Authenticator’ app to his or her personal mobile device.

2. Using the menu, go to Configure > Security > Passwords

3. Find the User Authentication Settings section.

User Authentication Settings

The options here apply to the retail and admin login forms, as well as customer registration or guest
checkout.

Customer Requirement
B3 Enable CAPTCHA for customers
Merchant Requirements

B3 cenable CAPTCHA for administrators

B2 cnable multi-factor authentication service

PA-DSS 3.2 requires multi-factor authentication to be enabled for all administrators. This is a free
service provided by Google; it requires the Google 'Authenticator' app, email to send and receive
a code, and the admin’s mobile device to scan the code.

After the admin user is setup, the login form will require a new 6 digit authentication code.

4. Check the box to “Enable multi-factor authentication service”.
5. Press the Save Settings button in the bottom-right corner of the footer.

Setup Multi-Factor Authentication for Admin Users

Once enabled, all admin users must log in through the Merchant Login form. It will not be possible for the
AbleCommerce Admin user to use the customer-facing storefront login form when MFA is enabled.

1. From the Merchant Login page, use the “Setup Google Authenticator” link to begin

setup.
AbleCommerce® CMS
Merchant Login
Username
Authentication code

Setup Google Authenticator
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2. The first steps are to find the Google Authenticator app and have the user install it on
their personal mobile device.

Each new Admin user needs to install the Google Authenticator app available from
play.google.com.

w

The Google app provides a link to Begin Setup. Initiate the setup by pressing this link.
4. Next, the user will need to enter the email address that is associated with his or her
unique admin account into the form provided.

Setup Google Authentication

1. Open the Google Play Store app, or go to
play.google.com.

2. Find and install the "Authenticator app”.
3. In the field below, enter an email address for a

valid admin account,

Ema
Send Email with Code

5. Press the Send Email with Code button to continue. AbleCommerce will dispatch an
email with the final configuration instructions.

Mon 7/16/2018 1:23 PM
orders@ablecommerce.com
Complete Multi-factor Authentication Setup

To A~

To complete multi-factor authentication for your admin account, open the Google Authenticator App and scan

After your admin account is setup, use the generated code provided by Google Authenticator App to login.

Some email applications will prevent automatic download of images. If you cannot view the image above, use 1

image to download.
-

4 3

6. When the user receives this email, a barcode will be displayed as an embedded image
which then must be scanned with the user’s personal mobile device.
7. The Google Authenticator app offers two options to input the code:

© 2018-2019 Able Solutions Corporation Page 31



a. Scan Barcode — use this option by pointing your phone at the barcode image
b. Manual Entry — use this option for hand-entry of an extremely long key code
8. If successful, the scanned image will activate the account within the Google
Authenticator app.
9. At this point, the user should see a 6-digit code that is continuously updating within
the app. This code will be used in conjunction with the Admin user’s login credentials.
10. Press the Return to Login button to continue.

Check your email for the code

We sent an email containing an image. Check
your email for further instructions.

If you do not receive an email, make sure you are
using a valid admin account.

Contact your store administrator if you are
unakble to log in.

Return to Login

Login using Multi-Factor Authentication

The Admin login page is available by direct link. The AbleCommerce system administrator should provide this link to
each new Admin user.

1. Access the Merchant Login page.
AbleCommerce® CMS
Merchant Login

Username
Password

Authentication code
Setup Google Authenticator
Remember Me

Forgot password?

2. Enter a username, password, and active 6-digit Google Authenticator code into the
form provided.
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3. Press the Login button. If successful, the Admin user will be directed to the Merchant
Administration.

Encryption Key

Sensitive data, such as credit card numbers and passwords, that is stored to the database
needs to be protected with Advanced Encryption Standard (AES) cryptography. AES is a keyed
encryption — which means you need a secret password to encrypt and decrypt the data.

Advanced Encryption Standard (AES)

The Advanced Encryption Standard, or AES, is a symmetric block cipher chosen by the U.S. government
to protect classified information and is implemented in software and hardware throughout the world
to encrypt sensitive data.

The Rijndael cipher -- a mash of the Belgian creators' last names Daemen and Rijmen -- was selected as
the proposed algorithm for AES in October 2000 and published by NIST as U.S. FIPS PUB 197. The
Advanced Encryption Standard became effective as a federal government standard in 2002. It is also
included in the International Organization for Standardization (ISO)/International Electrotechnical
Commission (IEC) 18033-3 standard, which specifies block ciphers for the purpose of data
confidentiality.

In AbleCommerce, there is only one key to manage which is being used for data encryption.
This key is called the data encryption key, or DEK. This key is set and managed from within
the AbleCommerce security configuration pages. The DEK is protected by a second key called
the Key Encryption Key, or KEK. The KEK is managed and protected through Microsoft .NET
application data protection.

At no time is the data encryption key (DEK) transmitted, saved, or displayed in plain text.

After installation, AbleCommerce does not have the encryption key set. It is important that
you set the encryption key immediately after deployment. This is especially important if
you plan to store credit card data.

The Merchant Dashboard will have a notification if the encryption key is not set.

Warnings

A The encryption key is missing or invalid.
Sensitive information stored on the server may
ecome compromised. el eyl
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Create the Encryption Key

Use this procedure to create or change an encryption key.

1. Press the Set Encryption key button from the Warnings panel of the Dashboard.
2. Or, using the menu, go to Configure > Security > Encryption
3. To set the encryption key, find the Change Encryption Key section.

Change Encryption Key

To change your encryption key, zll data in the database must be decrypted with the old key and
then re-encrypted with the new key. This process can take some time depending on the size of
your database: the estimated workload is shown below.

Before initiating a key change, make sure to backup the current encryption key and
database.

Estimated Workload: 0

Enter at least 20 characters of random text

rgj693nfsg7934vhlgmpo0nx./zaqjfyelokhnpwbxfdhtypamtu

Change Encryption Key

4. Enter at least 20 characters of random text into the field provided.

This will help initialize the key generator and produce a unique random key. The default
key size is 256-bits using the Rijndael encryption algorithm.

Press the Change Encryption Key button.

A confirmation page will appear.

Please confirm to continue.

The encryption key file will be updated with a notice displayed on-screen showing the
time and date the key was last updated.

o N O WU

PCI Compliance

Sensitive account data is encrypted within the database using a secret key. Without this key, the data cannot be read.
You must update your encryption key on a regular schedule, at least once per year but every 90 days is recommended.

Encryption Key Last Updated: 7/17/2018 12:42 PM
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‘ The encryption key should be changed at least once per year, but every 90 days is recommended. “

Backup the Encryption Key

Use this procedure to backup an encryption key. For first-time deployment, there will only be one option - Backup
Key. You must create a key before the backup option will be available.

Whenever you change the key it is very important to create a backup. If your web
server crashes, the encrypted data in your database will unrecoverable without a
restorable key backup.

1. To back up the encryption key, find the Backup or Restore Encryption Key section
located in the menu at Configure > Security > Encryption.

Backup or Restore Encryption Key

Your security key is stored apart from the database. In the event that you must restore your
database to another location, it is vital that you have this key. Whenever you change your key,
download the key backup and store it in a physically secure location.

You need a backup file to restore an encryption key.

Backup Key

Press the Backup Key button to begin.
A confirmation page will appear.
Please confirm to continue.

The encryption key file will be updated.

ukwnN

Restoring an Encryption Key

Use this procedure to restore an encryption key. This is required if you move the installation to a different server.

1. Find the Backup or Restore Encryption Key section located in the menu at Configure >
Security > Encryption.

2. Press the Restore Key button to begin.

3. A Backup File option will appear. Choose the latest key backup when performing a
restore.

4. Press the Restore Key button again and re-crypt the data using the restored key. This
action cannot be undone.
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Management and Protection of Keys

Encryption keys must be strongly protected because those who obtain access will be able to
decrypt data. Procedures need to be put in place to protect keys used to secure stored
cardholder data against disclosure and misuse.

A crypto period is the time span during which a particular key can be used for its defined
purpose. Periodic changing of the encryption keys when the keys have reached the end of their
crypto period is imperative to minimize the risk of someone’s obtaining the encryption keys and
using them to decrypt data.

Keys that are no longer used or needed or keys that are known or suspected to be

compromised should be revoked and/or destroyed to ensure that the keys can no longer be
used. If such keys need to be kept, they should be carefully protected.

Security policies and operational policies for protecting stored cardholder data
need to be documented, in use and known to all affected parties.

For additional information, review the section Key Management Responsibilities below.

Payment Data Storage

AbleCommerce does not enable payment data storage by default. This action can only take
place by an authorized Admin user. Before turning on this feature, you must understand the
responsibility of protecting the cardholder’s data.

Protection methods such as encryption, truncation, masking, and hashing are critical
components of cardholder data protection. If an intruder circumvents other security controls
and gains access to encrypted data, without the proper cryptographic keys, the data is
unreadable and unusable to that person. Other effective methods of protecting stored data
should also be considered as potential risk mitigation opportunities. For example, methods for
minimizing risk include not storing cardholder data unless absolutely necessary, truncating
cardholder data if full account number is not needed, and not sending unprotected using end-
user messaging technologies, such as e-mail and instant messaging.

A formal data retention policy identifies what data needs to be retained, and where that data
resides so it can be securely destroyed or deleted as soon as it is no longer needed. The only
cardholder data that may be stored after authorization is the primary account number or PAN
(rendered unreadable), expiration date, cardholder name, and service code.

Understanding where cardholder data is located is necessary so it can be properly retained or
disposed of when no longer needed. In order to define appropriate retention requirements, an
entity first needs to understand their own business needs as well as any legal or regulatory
obligations that apply to their industry, and/or that apply to the type of data being retained.
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Identifying and deleting stored data that has exceeded its specified retention period prevents
unnecessary retention of data that is no longer needed.

Remember, if you don't need it, don't store it!

3.1 Keep cardholder data storage to a minimum by implementing data retention and disposal
policies, procedures and processes that include at least the following for all cardholder data
(CHD) storage:

e Limiting data storage amount and retention time to that which is required for legal,
regulatory, and/or business requirements.

e Specific retention requirements for cardholder data.

e Processes for secure deletion of data when no longer needed.

e A quarterly process for identifying and securely deleting stored cardholder data that
exceeds defined retention.

To Enable Payment Storage

Minimize the risk by keeping this setting off. Unless you have a business need to store credit card numbers, the
payment storage feature should remain disabled.

1. Using the menu, go to Configure > Security > System Settings
2. Find the Credit Card Data Storage section.

Credit Card Data Storage

When payment data storage is enabled, the credit card information is encrypted and saved

o
for future payment processing.

nable Paym

N

w

[ -
| v

[

Days ToSave 0 v

w

Check the box “Enable Payment Data Storage”.

This will give you the option to select the number of Days to Save.

5. Choose the least amount of days necessary to store the cardholder’s data. A value of ‘0’ will
purge the information immediately after each transaction is completed.

6. Press the Save Settings button in the lower-right corner of the footer.

b
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To Disable Payment Storage

1. Find the Credit Card Data Storage section located in the menu at Configure > Security >
System Settings

2. Todisable, uncheck the Enable Payment Data Storage box.

3. Press the Save Settings button.

The benefit to disabling payment storage is that you gain the security of never recording a
customer’s card information. However, you should be aware of the following:

e [f the transaction fails to authorize for any reason, you will not be able to use the “retry”
feature from merchant admin as the card data will not be available.

e You cannot access the card data for offline processing — you must have a
payment gateway configured if you disable credit card storage.

The setting for Days to Save is important if payment storage is enabled. The recommended value
is 0, which means as soon as a payment is completed the encrypted account data will be

removed. AbleCommerce does not have an option longer than 60 days to retain the card data
after a payment is completed.

Purging Cardholder Data from the Database

Once you have established your cardholder retention period, you will need to purge the credit
card numbers before taking a database backup.

The maintenance routine will automatically remove any stored card data that exceeds the

number of days to save. Purging is a manual action and should be performed before manually
backing up the database.

Credit Card Data Storage

When payment data storage is enabled, the credit card information is encrypted
and saved for future payment processing.

Enable Payment Data Storage

1. Find the Credit Card Data Storage section located in the menu at Configure > Security >
System Settings
2. To purge all saved credit card data, press the Purge Now button located to the far right.

3. A warning message will appear indicating that all credit card data for processed and
unprocessed orders will be deleted.

You should make sure that all orders are processed before continuing.
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Are you sure you want to
purge all credit card data for
processed and unprocessed

orders?

You will Not be able to recover!

4. To continue, press OK.
5. A confirmation indicating the number of records purged will be shown.

The steps above describe how to purge credit card data before taking a backup of the
AbleCommerce database.

The document linked below describes how to purge credit card data from after taking a
backup of the AbleCommerce database.

FAQ: How to remove sensitive credit card data from a data backup

These steps ensure that any database backups do not contain card number data. This is
required by the PClI Payment Standards Security Council if you are storing credit card
information.

Processing Credit Card Payments

Accepting and processing credit card payments through the AbleCommerce store requires the
installation and activation of a payment gateway. A payment gateway allows AbleCommerce to
communicate with third-party payment processors to handle the credit card transactions for
your store. The payment processor, or service, will then deposit funds into the merchant’s bank
account. Use of a payment gateway will help you avoid the need to store credit card numbers.
This is also the only way to gain the benefit of the Card Verification Code (CVC or CVV) service,
which helps reduce fraudulent transactions.

AbleCommerce offers several payment gateway integrations without the need to install
additional software or plug-ins. One popular payment gateway is Authorize.net. This payment
processor, along with AbleCommerce, supports many features including the secure Customer

© 2018-2019 Able Solutions Corporation Page 39


http://help.ablecommerce.com/index.htm#faqs/ablecommercegold/how_do_i_remove_sensitive_credit_card_data_.htm

Information Manager (CIM). Authorize.net with CIM will eliminate the need to store sensitive
credit card information in the database.

Instead, Authorize.net is able to store the details of the customers’ credit cards and
AbleCommerce is able to transmit the information using a secure ID or token. At this time,
Authorize.net is the only payment gateway offered that supports the CIM feature.

There are several other payment gateways available such as PayPal’s Braintree, Chase
Paymentech Orbital, PayPal standard IPN, Express Checkout, and Website Payments Pro, as
well as the E-Payment Integrator which offers an additional 90 payment gateways choices.

Install a Payment Gateway

Go to the Plugins page using the menu.

Find a payment gateway and press the Install button.
Wait a moment for the page to refresh.

Confirm the gateway installed.

PwnNPE

Configure a Payment Gateway

1. Go to Configure > Payments > Gateways page using the menu.
2. Within the Available Payment Gateways section, find a payment gateway to configure.

Available Payment Gateways

$§ AuthorizeNet™  Authorize.NET CIM (4]

Supported Transactions: Authorize, Authorize Capture, Capture, Void, Refund, Partial Refund,
Recurring Billing Profile Managed

3. Press the linked name or the blue + icon to access the configuration page for the chosen
payment gateway.

4. Each gateway requires different configuration details to complete the setup.
Reference the documentation of each payment gateway for assistance.

Using a Customer Information Manager (CIM)

Before you can enable the feature which allows a registered user to save and reuse payment
profiles, you must have the Authorize.net CIM gateway configured.

1. Go to Configure > Store > General page using the menu.
2. Find the Checkout Options section.
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3. Enable the option to “Give registered users the option to save credit cards”.
4. Press the Save Settings button.

Customer Information Manager (CIM)

The Authorize.Net Customer Information Manager (CIM) allows you to store customers'
sensitive payment information on Authorize.Net’s secure servers, simplifying your compliance
with the Payment Card Industry Data Security Standard (PCI DSS) as well as the payments
process for returning customers and recurring transactions.

Authorize Net

Viewing Payment Data

The display of full account numbers on items such as computer screens, payment card receipts,
faxes, or paper reports can result in this data being obtained by unauthorized individuals and
used fraudulently. Ensuring that full account number viewing is only displayed for those with a
legitimate business need to see the information minimizes the risk of unauthorized persons
gaining access to this data.

Cardholder data and sensitive authentication data are defined as follows:

Account Data

e Primary Account Number (PAN) e Full track data (magnetic-stripe data or
e Cardholder Name equivalent on a chip)

e Expiration Date e CAV2/CVC2/CVV2/CID

e Service Code e PINs/PIN blocks

If you have decided to store the payment card data, there is a single location where it can be
viewed. You must be logged in as a user with minimum permissions of an Order Manager and
view the Payments tab of the Order details page.
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To View Account Information for a Payment

The payment method and last 4 digits are shown on-screen. This is usually enough information for any post-order

processing.

1. Go to Manage > Orders page using the menu.

2. Find and View the order that you want to view the payment information for.

3. Click on the Payments tab.

View Order #5

Dashboard / Manage /| Order Manager /| Order #5

Payments

Payment # 1: MasterCard x5454

Date: 8/6/2018 7:26 AM
Amount: $272.80 UsSD

Account Details:

4. To view the full credit card number, press the View Account Information button.

Account Details

Yau are viewing sensitive credit card information.

Account Name: Kathleen Randolph
Account Number: 5454545454545454
Expiration Month: 12

Expiration Year: 2023

Close

Payment Status:

Fraud Report:

AVS: Not Supported (5) AVS Codes
CWV: No Response (X) Cw Codes

| Delete

A pop-up is displayed with the following account details shown: account name, account number

(PAN), expiration month and year.

Additionally, when the View Account Information button is pressed, a record of the action will
be stored in the Audit Log. The user’s identity, IP address, date/time, and order reference are

logged.
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e [f SSL is not enabled, the button to View Account Information will not be available.
e Under no circumstances will AbleCommerce save, store, or show the CVV code.

3.2.2 Do not store the card verification code or value (three-digit or four-digit number printed on
the front or back of a payment card used to verify card-not-present transactions) after
authorization.

33 Mask PAN when displayed (the first six and last four digits are the maximum number of digits
to be displayed), such that only personnel with a legitimate business need can see more than
the first six/last four digits of the PAN.

Audit Logging

AbleCommerce includes security audit logging. This feature is automatically enabled during
the installation and cannot be disabled at any time. To view the audit log, you must be logged
in as an AbleCommerce superuser.

If you store credit card information, the Audit log will also show any attempt to view the
credit card data which can only be performed securely from the order payment page. In the
audit log, a reference will be made to the order number and the administrative user who
viewed the information.

Find a Card Viewing Event in the Audit Log

1. Go to the Reports > System > Audit Log page using the menu.
2. Atthe top of each column are clickable headings that will change the sort order.

Additionally, the report includes the ability to filter events to a specific day or time period.

Show events from 8/1/2018 to 8/31/2018 Report

3. In the Event column, find “View Card Data”. The record should look similar to this:

Date Event Success User Re IP Comment

Address
8/6/2018 View Card Data X katie@ablecommerce.com 127.0.0.1  Payment information for Order# 5
7:29:35 AM viewed

4. The date, time, user’s email and originating IP address are recorded. In the Comment
column, a reference to the order number is shown.
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PCI DSS Requirements and Responsibilities

Employee Training and Monitoring

The greatest threat to your data comes from your own employees. Be sure to give your
employees proper instruction with regard to your policies regarding cardholder data. Create a
set of written policies and procedures to maintain the integrity of your secure environment.
Restrict the number of employees who have access to the cardholder data to only those who
have a business need.

Documentation should be examined and personnel interviewed to verify that security policies
and operational policies for protecting stored cardholder data are in place. Personnel need to
be aware of and following security policies and documented operational procedures for
managing the secure storage of cardholder data on a continuous basis.

The write-only Audit log also contains a login record of any user with administrative access.
You can view the date and time the user logged in, as well as the username (email), and
originating IP address. Any attempt at a login will be recorded. This includes all failed
logins, password changes, and account lockouts.

Anytime an admin user views the full credit card number, an event is written to audit log.
This log can only be viewed by superuser admins. The event log can help you monitor
employee activities and identify suspicious behavior.

3.7 Ensure that security policies and operational procedures for protecting stored cardholder data
are documented, in use, and known to all affected parties.

Key Management Responsibilities

The key custodians should understand and formally acknowledge their key-management
responsibilities. This process will help ensure individuals that act as key custodians commit to
the role and understand and accept the responsibilities.

There should be very few who have access to the encryption keys; limit to those who have key
custodian responsibilities. Storing keys in the fewest locations helps an organization to keep
track of and monitor all key locations and minimizes the potential for keys to be exposed to
unauthorized parties.

Maintaining the encryption key for AbleCommerce is an important task because it impacts the
security of your data. The encryption key must be strongly protected because those who obtain

© 2018-2019 Able Solutions Corporation Page 44



access will be able to decrypt data. Only a super admin user can access the key management
interface. The persons responsible for this important task are called your key custodians.

As a merchant, you must ensure that users responsible for the encryption key sign a written
statement that they understand and accept the duties and responsibilities as custodian(s) of
the key. The key custodians should be fully familiar with the requirements of the PCI DSS.

Secure Key Storage

Cryptographic keys must be stored securely and in the fewest locations helps an organization to
keep track of and monitor all key locations and minimizes the potential for keys to be exposed to
unauthorized parties.

Secure key storage encompasses operational storage, backup storage, and archival storage.
Each of the three respective components plays a vital role in secure key storage for PCI DSS
compliance.

Operational storage consists of system components that require immediate access and
availability to the key for specific applications within the boundaries of system components as
defined by the PCI DSS. These keys, which may be stored locally, must have strong physical
security controls and logical security controls. The use of a single authentication and
authorization right that could be utilized by multiple users should be prohibited. For users that
do have access to keys within the operational storage environment, the system components
must have an acceptable audit, and logging trails enabled and various dual controls as needed.

Backup Storage consists of secure key storage where keys are backed up to a secure and
physical source of media, which is independent of the keys used in the operational storage
environment. This allows for the retrieval of keys in the event of the operational storage
environment being compromised.

Archive Storage consists of the secure key storage where an archive for the keying material
shall provide both integrity and access control. Integrity is required to protect the archived
material from unauthorized modification, deletion or insertion. Access control is needed to
prevent unauthorized disclosure.

Key Custodian Responsibilities

v Be sure to maintain appropriate key backups and store the backup key securely using
the concept of split knowledge and dual control of keys described in the next section.

v" Change your key regularly. Every 90 days is recommended.

v" You should also change the key any time an employee with access to the key leaves
your company.

v Always replace the key if you know or suspect it has been compromised by any means.

Split Knowledge and Dual Control of Keys
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To comply with PCI DSS requirements, you must adhere to the concept of split knowledge and
dual control of keys by ensuring that multiple personnel are required to undertake specific
actions and respond to requests regarding effective key management procedures. It should be
standard practice within your organization to ensure that a single individual or person does not
have full control of the key-management lifecycle. Various persons should be involved in
different stages of the following key-management lifecycle activities:

e Key Generation

e Key Distribution

e Key Archiving

e Key Renewal

e Key Retirement

e Key Revocation

e Key Deleting / Destruction
e Key Recovery

Responsibilities for activities above and secure key storage will fall on the Key Custodian or Key
Management department.

Key Custodian Sample Agreement

The document below is an example Key Custodian form for key custodians to acknowledge that
they understand and accept their key-custodian responsibilities. Any user who has access to
any encryption keys used in conjunction with the AbleCommerce application must agree and
sign a document such as this.

_____________________________________________________________________________________________________

Sample Key Custodian Form

A key custodian is responsible for maintaining the confidentiality and integrity of keys in their
custody. A key custodian must protect access to all encryption keys in their custody. i

l, , as an employee of hereby
agree that I:

1) Have read and understood the policies and procedures associated with key management
and agree to comply with them to the best of my ability.

2) Agree to never compromise the security of the keys in my custody by divulging any i
information about key management practices, related security systems, passwords, or other
private information associated with the company’s systems to any unauthorized persons. i

3) Agree to report any suspicious activity that may compromise key security immediately.
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i Printed Name: i

Title:

Date:

Signature:

Retirement and Destruction of Old Keys

The end of the key life will ultimately result in key deregistration, which is the scheduled
process initiated when there is no compelling business requirement (legal or compliance) for
retaining the keys.

When copies of the encrypted keys are made, care should be taken to provide for their
eventual destruction. All copies of the key backups shall be destroyed once they are no longer
required (e.g. for archival or reconstruction activity) in order to minimize the risk of a
compromise. Any media on which the encrypted key backup is stored shall be erased in a
manner that removes all traces of the keying material to preclude its recovery by either
physical or electronic means.

Replacement of Known or Suspected Compromised Keys

If a key has been compromised, it must be expeditiously and properly revoked in a manner that
will mitigate or eliminate the impact on the cardholder environment or any supporting system
components.

The process for compromised keys includes immediate removal of all instances of keys that
have been affected. This includes keys in operational storage and usage. Immediately replace
the affected key with a new key that allows business operations to continue as normal.

In summary, the manner in which your keys are managed is a critical part of the continued
security of the encryption solution. A good key management process, whether it is manual or
automated, is based on industry standards and addresses all requirements of PCI DSS.

3.5.2 Restrict access to cryptographic keys to the fewest number of custodians necessary.

3.5.4 Store cryptographic keys in the fewest possible locations.

3.6.1 Generation of strong cryptographic keys.

3.6.3 Secure cryptographic key distribution.

3.6.4 Cryptographic key changes for keys that have reached the end of their crypto period, as
defined by the key owner, and based on industry best practices and guidelines.

3.6.5 Retirement or replacement of keys as deemed necessary when the integrity of the key has
been weakened or keys are suspected of being compromised.

3.6.7 Prevention of unauthorized substitution of cryptographic keys.
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3.6.8 Requirement for cryptographic key custodians to formally acknowledge that they understand
and accept their key-custodian responsibilities.

Network Segmentation

Network segmentation of, or isolating (segmenting), the cardholder data environment from the
remainder of an entity’s network is not a PCI DSS requirement. However, without adequate
network segmentation, the entire network is in the scope of the PCI DSS assessment. To be
considered out of scope for PCI DSS, a system component must be properly isolated (segmented)
from the CDE, such that even if the out-of-scope system component was compromised it could
not impact the security of the CDE.

If network segmentation is in place and being used to reduce the scope of the PCI DSS
assessment, the assessor must verify that the segmentation is adequate to reduce the scope of
the assessment. At a high level, adequate network segmentation isolates systems that store,
process or transmit cardholder data from those that do not. However, the adequacy of a specific
implementation of network segmentation is highly variable and dependent upon a number of
factors, such as a given network's configuration, the technologies deployed, and other controls
that may be implemented.

Wireless Communications

If wireless technology is used to store, process, or transmit cardholder data, or if a wireless local
area network (WLAN) is part of, or connected to the cardholder data environment, the PCI DSS
requirements and testing procedures for wireless environments apply and must be performed.

Before wireless technology is implemented, an entity should carefully evaluate the need for the
technology against the risk. Consider deploying wireless technology only for non-sensitive data
transmission.

1.2.3 Install perimeter firewalls between all wireless networks and the cardholder data
environment, and configure these firewalls to deny or, if traffic is necessary for business
purposes, permit only authorized traffic between the wireless environment and the
cardholder data environment.

2.1.1 For wireless environments connected to the cardholder data environment or transmitting
cardholder data, change ALL wireless vendor defaults at installation, including but not limited
to default wireless encryption keys, passwords, and SNMP community strings.

4.1.1 Ensure wireless networks transmitting cardholder data or connected to the cardholder data
environment, use industry best practices to implement strong encryption for authentication
and transmission
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Use of Third-Party Service Providers / Outsourcing

A service provider or merchant may use a third-party service provider to store, process, or
transmit cardholder data on their behalf, or to manage components such as routers, firewalls,
databases, physical security, and/or servers. If so, there may be an impact on the security of
the cardholder data environment.

Parties should clearly identify the services and system components which are included in the
scope of the service provider’s PCI DSS assessment, the specific PCl DSS requirements covered
by the service provider, and any requirements which the responsibility of the service provider’s
customers to include in their own PCI DSS reviews.

Remote Access

If you enable remote access to your network and the cardholder data environment, you must
implement two-factor authentication. Use technologies such as remote authentication and
dial-in service (RADIUS) or terminal access controller access control system (TACACS) with
tokens; or VPN (based on SSL/TLS or IPSEC) with individual certificates. You should make sure
that any remote access software is securely configured by keeping in mind the following:

e Change default settings in the remote access software (for example, change
default passwords and use unique passwords for each customer)

e Allow connections only from specific (known) IP/MAC addresses

e Use strong authentication or complex passwords for logins

e Enable encrypted data transmission

e Enable account lockout after a certain number of failed login attempts

e Configure the system so a remote user must establish a Virtual Private Network (“VPN”)
connection via a firewall before access is allowed

e Enable any logging or auditing functions
e Restrict access to customer passwords to authorized reseller/integrator personnel
e Establish customer passwords according to PCI DSS requirements 8.1, 8.2, 8.4, 8.5

Non-Console Administrative Access

If you use tools to remotely access the application, you should encrypt all communication
with technologies like SSH, VPN, or SSL/TLS. For example, Microsoft Terminal Services can be
configured to use encryption and this should be set to the “high” level. This will ensure that
the RDP data is bi-directionally encrypted.
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Encrypted Files

The database.config and encryption.config files are saved in an encrypted form so that your
connection string and encryption key remain protected. If you are installing AbleCommerce to
a web farm or clustered environment, you must take additional steps so that this file
encryption will work correctly. The standard AbleCommerce installation guide contains details
on how to implement the application in a clustered environment.

All AbleCommerce config files are in the \Website\App_Data\ folder.

Notes for Integrators

If you are a third-party developer who integrates with AbleCommerce or customizes it on
behalf of others, you may have occasions where it is necessary to troubleshoot a problem with
one of your clients. In these events, please note the following:

e Sensitive authentication data should only be collected when needed to solve a
specific problem.

e Sensitive data should be stored in specific, known locations with limited access.
e Only collect the minimum amount of data needed to solve the problem.

e Sensitive data must be encrypted while it is stored

e Sensitive data must be securely deleted immediately after use

Application Debug Logging

The payment gateway integrations available in AbleCommerce all support optional application
debug logging. The debug log files generated by our integrations never include sensitive card
data. Sensitive data such as credit card number and CVV2 are redacted. Third-party developers
who create new payment integrations are strongly advised to follow the same procedure.

Debug logs must not contain sensitive data to achieve PCI DSS compliance.

Log File Location and Off-site Storage

The general application log files are created and saved to the “app.log” file within the
\Website\App_Data\Logs\ folder.

The app.log file stores error messages and warnings that are only applicable to the general use
of the software.

The security audit log files are created and saved to the “audit.log” file within the
\Website\App_Data\Logs\ folder.
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This audit.log file only stores information about security issues related to the viewing of
payment data, account lockouts, and admin users.

Using a Centralized Log Server

If you want to store your security audit log files to a centralized log server, use the following
steps:

1. From your Microsoft SQL database server, use Microsoft scheduler to create a batch
file that will run with the following command.

bcp "SELECT databasename.tableowner.AuditEventId, Storeld,
EventDate, EventTypeld, Successful, UserId, RelatedId, RemotelP,
Comment FROM ac AuditEvents WHERE (EventDate > DATEADD (dd, -
1, GETDATE()))"” queryout ablecommerce auditlog.txt -c -T

For more information on this command see:
https://technet.microsoft.com/en-us/library/ms189569%28v=sql.105%29.aspx

For information on task scheduler see the following:
https://technet.microsoft.com/en-us/library/dd834883.aspx

2. To copy this file to a remote location using the task scheduler, create a batch file
using the commands below. This will copy the data to a remote location and increment
the file number to preserve older copies.

@echo off

set Source=C:\test\ablecommerce auditlog.txt
set Destination=E:\remotelablelogs

set Filename=ablecommerce auditlog

set a=1

:loop
if exist %Destination%\%Filename% (%a%) .txt set /a a+=1 && goto :loop
copy %Source% %$Destination%\%Filename% (%a%) .txt

pause

System Hardening

System hardening is the process of securely configuring computer systems, to eliminate as many
security risks as possible. While default security configurations for many products have improved
greatly over the years, some options and settings favor ease of use over security, exposing
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vulnerabilities that can be used to compromise a system. The resources below offer guidance on
secure configurations and hardening procedures.

To help those that are not security experts, a number of security organizations have established
system-hardening guidelines and recommendations, which advise how to correct these
weaknesses. Examples of sources for guidance on configuration standards include, but are not
limited to:

www.nist.gov — National Institute of Standards Technology (NIST)
www.sans.org — SysAdmin Audit Network Security (SANS) Institute
www.cisecurity.org — Center for Internet Security (CIS)
WWW.iso.org — International Organization for Standardization (1SO)

System configuration standards must be kept up to date to ensure that newly identified
weaknesses are corrected prior to a system being installed on the network.

Additional Resources

The following resources relate specifically to securing Windows servers that meet the minimum
system requirements of AbleCommerce software for PCl compliance.

Windows Servers

e Hardening the Microsoft Windows Server 2008 operating system -
https://technet.microsoft.com/en-us/library/Cc995076.aspx

e Server Hardening: Windows Server 2012
https://technet.microsoft.com/en-us/security/jj720323.aspx

e Server Hardening: Windows Server 2016
https://technet.microsoft.com/en-us/security/jj720323.aspx

e Configure Web Server Security (11S7)
https://technet.microsoft.com/en-us/library/Cc731278(v=WS.10).aspx

e Security in the .NET Framework
https://msdn.microsoft.com/en-us/library/fkytk30f(v=vs.110).aspx

e Securing SQL Server v 2008 R2
https://msdn.microsoft.com/en-us/library/bb283235(v=sql.105).aspx

e Securing SQL Server v 2012
https://msdn.microsoft.com/en-us/library/bb283235(v=sql.110).aspx

e Securing SQL Server 2014
https://msdn.microsoft.com/en-us/library/bb283235(v=sql.120).aspx

e Securing SQL Server 2016
https://msdn.microsoft.com/en-us/library/bb283235(v=sql.120).aspx

System Inventory

PCI DSS requires that organizations must maintain an inventory of system components that are
in the scope of PCI DSS. System components include network devices, computing devices, and
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applications. This includes virtual components such as virtual machines, virtual switches/routers,
etc.

Included in this document should be a description mapped to each piece of hardware and
software components detailing its function and usage. Depending on the size of the organization,
keeping an accurate and up-to-date inventory can be a daunting task. Periodic and proactive
review and maintenance of system inventories can alleviate some of the stress associated with
this requirement, but it is critical that adequate resources be allocated for this task.

Testing Procedures:

e Examine system inventory to verify that a list of hardware and software components is
maintained and includes a description of function/use for each.
e Interview personnel to verify the documented inventory is kept current.

AbleCommerce Upgrade Manager

From time to time, the software will need to be patched to correct any new issues that arise.
These service releases, or patches, will be distributed directly to AbleCommerce customers
through their secure Merchant Dashboard.

AbleCommerce makes this process easy by providing a built-in Upgrade Manager to assist
merchants. The upgrade manager reviews the installation’s version number and displays the
applicable secure downloads available.

For each download, the merchant may review the documentation which will always include
detailed installation instructions, any pre or post-installation requirements, and a change log.

1. Login to the AbleCommerce Merchant Administration.
2. Using the menu, go to Upgrades > Available Upgrades
3. |If there are any applicable downloads for the installation, they will appear here.

Available Upgrades (Current Version: 9.0.0.5048)

Title Description Type Version Date MD5 Action

AbleCommerce Upgrade from SERVICE_RELEASE 9.0.0.5314 4/25/2019
9 RC3 AbleCommerce

9 RC2 to RC3

Instructions

Figure 5- Sample Upgrade

To view any upgrades that were previously installed, press the Upgrade Log button.
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Additionally, AbleCommerce has a dashboard alert system where any issue of importance will
be published. To view the dashboard, simply log in to the Merchant Menu and view the
section named “Software News Feed” from the Merchant Dashboard page.

You may also sign-up for our “Software Support and News” mailing list by logging into your
AbleCommerce account and adding the option to your user profile.
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Glossary of Terms for AbleCommerce

Account — an id for any user in the system where the email address and/or username must
have unique values to qualify that person as having a single source identity.

Encryption Key — this is the cryptographic key used to secure sensitive information within the
AbleCommerce application.

Group — each admin user has a group assignment which determines access privileges to
specific pages within the application.

Merchant Dashboard — the home page for AbleCommerce merchant administration.

Patch — a download that typically addresses a single important issue.

Service Release — service release is a cumulative upgrade consisting of several issues that will
be fixed with a single download.

Superuser — the top-level administrators of the AbleCommerce system with access to all
functions.
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